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* Headed by Prof. Briand
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» Group’s core competence areas:
* Requirements engineering, . u

* Regulatory compliance, software verification & validation
* Verification, validation, testing

* 10 Research Staff (with PhD degrees) and 13 PhD candidates

SES' C-TR°L DELPHI
» Currently working with six industry partners === .
T o Gtie - jer BTG

2




Challenges in regulatory compliance m

securityandtrustlu

Standards and legal documents are textual. They need
to be interpreted and adapted to context

~ Multiple stakeholders are involved in the compliance
and auditing chain

‘\""ﬂk‘ ~ 1AL e

* The volume of evidence required for demonstrating
compliance is extremely large

Compliance arguments need to be assessed in a
credible manner and based on evidence

IRtAY o

There are trade-offs between different mechanisms
for achieving compliance.

Models to the rescue! m

securityandtrustlu

In our context: a model is an analyzable representation of
either of the following:

 Interpretation of a standard or legal text
(includes structure and content of compliance evidence, processes
fo achieve compliance, traceability to the source text)

+ Compliance arguments
(Decomposition of compliance objectives and linking them to
evidence, non-compliance risks and mitigation strategies, etc.)

* Models of standards / legal texts and compliance arguments
are often combined with models of systems
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Examples of industrial collaborations
on regulatory compliance

» Examples from safety and public law (taxation)

 Similar principles for data protection and privacy
« LPC vision

Project 1: Safety certification based on IEC 61508 w

+ |EC 61508
. ifi f ti | fot A control system is used to manage,
Specines runcuonal saiety command, or regulate the behavior of

requirements for safety-related other devices or systems.

control systems
& ~
§3 IEC61511
"5_! (Process)

Al

 one of the most widely-used
safety standard for control systems IEC61508

Generic

=) i
ﬁg I3026%62)
» 7 parts; approx. 500 pages | —

EN50129
o (Railway)

* Understanding and operationalizing
the standard is a daunting task!
» Collaborative project with %

Norweglan oil and gas companies KONGSBERG  Det Norske Veritas 6
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Expressing the interpretation of IEC 61508 as w
a conceptual model

» Aconceptual model is a map of important concepts, their attributes
and relationships

class Logical View

ClassA ClassB
Assosistion

Expert interpretation
of the standard

Poses

| Hazard ]  Risk |

» Hazardous Element « Likelihood
« Initiating Mechanism « Consequence

7 Software safety lifecycle requirements

7.1 General

7.1.1 Objective

The objective of the requirements of this subclause is to structure the development of the
software into defined|phases and activities|(see table 1 and figures 2 to 5).

1
T Concepts: Phase, Activity.

7.1.2 Requirements

7.1.2.1 A safety lifecycle for the development of software shall be selected and specified

during safety planning in accordance with clause 6 of IEC 61508-1.

7Y
7.1.2.2 Quality and safety assurance procedures shall be integrated into safety lifecycle <\,2 ’/Concepr Artifact
activities. Relationship: PerformedIn,
InputTo and QuputFrom
7.1.2.3 Each phase of the software safety lifecycle shall be divided into elementary activities |
with the scope, inputs and outputs specified for each phase.
1
[ Process Concepts |
(o]
1
N ili =l
His F utilizes -
e ] Activity d £ Technique «enumeration»
£ Artifact Concepts inpu [€] AgentType
S ivityLink
o /inpu to‘ output * - = Owner
] Artifact “tEquires - T~ hsem = Operator
= A 1 : = requi = = Supplier
g state : ArtifactSta... S q PP
/outpug from carrigs out
includes 14 L."l £ Competence | — lcntretgf’am'
e - o = Certifier
| £ roduces : Q Agent + 1
~ z * ! ;
8 responsible for type T Agentiype
l ] organization I | ] Individual I
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and communicating
IEC 61508

Means for
collaboration
between suppliers
and certifiers

Creation of safety
evidence
repositories

Aid to understanding

Automatic checking
of compliance

Applications of the IEC 61508 model

"
Reco

IEC 61508
Conceptual Model

Safety Collaboration Tool

= Specialized checklists,
: plans, progress measures,
1 agreements, etc.

Certifier

0
mmended
Practice

"sasssssssEEEEEEEEEL
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basis for ==

Schema for
safety evidence

i3

Safety profile

(UML)

Supplier

basis I |

(N
e
Safety evidence
repository

Compliance Checking
Tool

&

Diagnostics

* Analyzing the likelihood and
consequences of a compliance
breach (e.g., compromises)

» Compliance may concern safety,
security, privacy, governance, etc.

* An assurance case built to:
+ argue about compliance
based on existing evidence
* show due diligence
* assess risks

* Three-tiered structure:
* Claims about compliance
* Arguments
* Evidence

Project 2: Compliance risk assessment

Claim

it
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(Top Goal)

supports

Arguments
(Decomposed Goals)

supports
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Goal model for safety risk assessment

» Fibre rope safety
.

I
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Overall Safety Goal

Rope 15568 structural
ntegeity during service ife
553 57

e 085 OB
ailure due Failure due to local tension

-
Sustained tovato load at evels

[0
Eailure due to abrasion

GLz
Rope is not subject o near-strength
load for a prolonged period of time,

Goal Decomposition

GL3 [
Rvold nearSongth loag ‘Avoid exposire time

GLs X
Bosign tension does not excoed Assort: operating
75% of characteristic rope strength, range < design range

L7
. 3
Assert: number of fndividual subrope has required,
subropes in rope = proportionsl strength

o
TSI Lot assoyoss fctor
pe yamn: at is less than the specified

value, within margins

oLy
sert: in absence of abrasion, strand
i = full strangth

Example from financial domain w

» Adequacy of Internal Control on Financial Reporting (ICFR)
» Required for compliance with Section 404 of the Sarbanes-Oxley Act

Internal control over the Net
Loans account is effective Top goal

Accounting system is Internal control over the Payments Internal control over the >
secure against tamperin, and Payoffs process is effective Underwriting process is effective -
«Q

c

AND 3

]

=]

Loanis oan is appropriate E)-

Setup of the loan on the P i~

loan system is accurate documented for |nst|tut_|on s =7

properl: portfolio o)

=]

Historical
data about
loan setup

Historical
data about
loan setup

nstitution
portfolio
review

IT system
security testing
results

Documentation
audit reports

12
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Expert elicitation

* Why expert elicitation?

» Evidence always has to be interpreted

) A
—> M—> &
Subjective judgment

» Essence of the question asked from expert:
» How likely is a leaf goal to be

satisfied based on the evidence
linked to it?

Yarn certification test
esults on specific delive

13

ST

Monte Carlo simulation

Mean probability of
satisfaction

>
>

Density

T T
Probability of satisfaction

>

14
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Project 3: Analysis of compliance with the tax law m

» Collaboration with - LE GOUVERNEMENT
the Government of DU GRAND-DUCHE DE LUXEMBOURG
Luxembourg

* CTIE: Government’s IT Centre

+ ACD: Tax Authority

* New tax system under development

» System needs to be compliant with the law

Motivation w

Actual
softvare | i,

system S, 9

T

| Traces to

interpretation
of the law

Generates

'\_. /’/\\ _/'A\
= Simulates . 4 .
Traces to Impact of fiscal
decisions

Tax Law
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What does the tax law look like?

it

securityandtrustiu

- Legal framework composed of legislation,
regulations, and circulars

- Framework has prescriptive nature

Legal
concepts
definition

Procedure for
calculating FD
deduction

\

4

gArt. 105bis [...]The commuting expenses deduction (FD) is
defined as a function over the distance between the principal town
of the municipality on whose territory the taxpayer's home is located
and the place of taxpayer’s work. The distance is measured in units
of distance expressing the kilometric distance between [principal]
Ytowns. A ministerial regulation provides these distances.

@ The amount of the deduction is calculated as follows:
If the distance exceeds 4 units but is less than 30 units, the
deduction is € 99 per unit of distance.

The first 4 units does not trigger any deduction and the deduction

§for a distance exceeding 30 units is limited to € 2,574.

Model of a legal rule (commuting expenses

deduction)

«query»
Agent type: Officer

«query»
OCL.: self.incomes->

«query»

the LITL, 2013

«query»
OCL: inc.getFD

«query» T
OCL: inc.prorata_period [~ T~ «fromrecord» DI

«query»
OCL: inc.distance

Source: Ministerial

2012

Question: When was
the request postmarked?

select(i:Income|
i.year = tax_year)

Source: Art. 105bis of  |”

(tax_year).amount «in»«fromrecord» 1

Regulation of February 6,

it
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«rule» | «context» TaxPayer}

«in»«fromagent» ~ «iterative» 9

tax_year | «formula»
-~"| 0 (zero)

("~ «calculate»
No deduction

«in»«fromrecord»

incomes, no (false)

distance >

«in» «fromlaw»
flat_rate
«calculate»

Special flat rate for
maximal distance
—

«in»«from|

«fromlaw»
maximal_flat_rate no (false)|

maximal_distance

«in»«fromlaw»
minimal_distance

inmefromlaws «calculate» . «formula» prorata_period *
maximal_distance Normal rate per unit prorata_period * |||maximal_flat_rate
for declared distance ) |flat_rate * distance|

«intermediate»
expected_amount
: MonetaryValue

actual_amount H
i

prorata_period |

B ittt «assert» «statement»
«dlig;;rf]g:emrecord» i Check correctness of - actual_amount =
! deduction granted to taxpayer expected_amount

i

i
i
I
1
i
i
i
1
i
i
i
i
1
i
i
i
1
i
i
i
i
1
i

. !

«formula» !
i
i
i
1
i
i
i
1
1
i
i
i
1
i
i
i
1
1
i
i
i
1
i
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Transformation to logical formulas and ST
simulation code

1. context TaxPayer inv FD:
2. let tax year:Date = self.tax.year in
3. let i Income) = self.i
4. incomes—sforAll(inc:Income |
let distance:DistanceUnit = inc.distance in

lect(i:Income | i.year = tax.year) in

5
6. let minimal_distance:DistanceUnit =

7. Constant::MINIMAL DISTANCE.oclAsType(DistanceUnit) in
8. if (distance > minimal_distance) = true then

- 9. let maximal_distance:DistanceUnit =

A 10.  Constant::MAXIMAL _DISTANCE .oclAsType(DistanceUnit) in
11, if (distance < maximal distance) = true then
12. let flat_rate:MonetaryValue =
13.  Constant:FLAT RATE.oclAsType(MonetaryValue) in
14.  let prorata_period:Numeric = inc.prorata_period in
15. let expected_amount:MonetaryValue = prorata_period * flat_rate * distance in
16. let actual_amount:MonetaryValue = inc.getFD(tax_year).amount in
17.  actual.amount = expected_amount
18. else if (distance < maximal_distance) = false then
19. let maximal flat_rate:MonetaryValue =
20. Constant::MAXIMAL _FLAT _RATE.oclAsType(MonetaryValue) in
21. let prorata_period:Numeric = inc.prorata_period in
22. let expected_amount:MonetaryValue = prorata_period * maximal_flat_rate in
23. let actual amount:MonetaryValue = inc.getFD(tax_year).amount in
24. actual_amount = expected_amount
25, else false endif
26.  endif

Au to m ated m od el 27. else if (distance > minimal_distance) = false then
28. let expected_amount:MonetaryValue = 0 in

29, let actual_amount:MonetaryValue = inc.getFD(tax.year).amount in

transformer 3. actuslamount = expected.amount

31. else false endif endif
2. )

I
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Coping with the large scale of standards
and legal texts

automated extraction of trace
% links, concepts, processes >
W=

» Several projects on-going at SVV on Natural Language
Processing of requirements documents and legal texts

» Cross reference analysis, keyword identification, model
extraction, vocabulary correlation analysis, change analysis

15/12/14
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Benefits of modeling for regulatory compliance m

Increased transparency
* More credibility and trust

More systematic guidelines for regulatory compliance

Improved communication between regulators, auditors
and service providers

Better ways to structure existing knowledge
* Models as repositories of information

21

Regulatory Compliance: Experience from m
Industrial Collaborations

Thank you!

Questions?

11



