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Little introduction to cyber security 

Who owns the cyber risk 

How to determine cyber risk profile? 

But what about risk quantification / risk appetite 
etc? 

To conclude 

Agenda 
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Cyber security is here to stay! 

Increasing / changing threat actors landscape 

Increasing market for cybercrime tools and stolen 
information 

2

1

Increasing cyber crime opportunities as result of hyper-
connectivity, further digitalization of business process as well 

as use of emerging technologies  

3

Too little cyber security awareness 

4
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Companies barely report on cyber 
security 

26% 
dedicated more than a 

paragraph to cyber 
security 

18% 
dedicated one paragraph 

to cyber security 

56% 
do not mention cyber 

security risks at all 

18% 
consider cyber security risks a boardroom responsibility 

800+ annual reports 
were selected from companies among 28 countries 
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Western Europe reports most on cyber 
security 
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Biggest focus on preventive measures 
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Privacy Security awareness Security monitoring 
Threat intelligence Vendor risk management ICS/SCADA 
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Boardroom responsibility pushes 
attention 

No boardroom 
responsibility 

Boardroom 
responsibility 
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Board engagement is improving, despite 
challenges 

IT knowledge / experience too  low 
in most supervisory boards 

Lack of common language  
(business risk vs IT security risk) 

Lack of tailored cyber reporting – 
cyber risk quantification does not 

exist (yet) 

IT limited the agenda of the 
supervisory board 



5	

PRIMARY KPMG COLOURS SECONDARY KPMG COLOURS TERTIARY KPMG COLOURS ADDITIONAL COLOURS FOR GRAPHS 

KPMG Blue 
0 / 51 / 141 

Medium Blue 
0 / 94 / 184 

Light Blue 
0 / 145 / 218 

Violet 
72 / 54 / 152 

Purple 
71 / 10 / 104 

Light Purple 
109 / 32 / 119 

Green 
0 / 163 / 161 

Dark Green 
0 / 154 / 68 

Light Green 
67 / 176 / 42 

Yellow 
234 / 170 / 0 

Orange 
246 / 141 / 46 

Red 
188 / 32 / 75 

Pink 
198 / 0 / 126 

Dark Brown 
117 / 63 / 25 

Light Brown 
155 / 100 / 46 

Beige 
227 / 188 / 159 

Olive 
157 / 147 / 117 

Light Pink 
227 / 104 / 119 

use eye 
dropper to pick 

up colour 

9 © 2017 KPMG Advisory N.V., ingeschreven bij het handelsregister in Nederland onder nummer 33263682, is lid van het KPMG-netwerk van zelfstandige ondernemingen die verbonden zijn aan KPMG International Cooperative 
(‘KPMG International’), een Zwitserse entiteit. Alle rechten voorbehouden. De naam KPMG en het logo zijn geregistreerde merken van KPMG International. 

Determining Cyber  
Risk Profile 

Cyber risk 
profile

Business 
environment

Possible 
targets
(crown 
jewels)

Threat 
Actors

Vulnerability 
/ Resilience

Legal & 
regulatory 

requirement
s
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Current maturity / capability models are 
based on proper risk management, 
however…. 
NIST Cyber security framework is getting more 
and more adopted 

•  For example - the European Central Bank is 
adopting a NIST-like model 

 

IRAM-2 – ISF model – qualitative approach 

•  Difficult to understand the financial impact of 
decisions 

 

Strong focus on risk management 

•  Risk-based decision management should 
steer level of investments, but how to calculate 
the final impact? 
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Conceptual Overview of KPMG Hubbard 
Risk Quantification Model 
 

•  Attributes of the Assets and Attack Pathway are the basis for computing annual event probability for each 
asset. 

•  Controls reduce the probability and the impact of the event. 

•  The reduction in risk is represented as a reduced loss exceedance. 

•  The monetized risk reduction is compared to the control cost to compute Return on Control. 

 

1
1

06/07/17 
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To conclude 

•  Companies cannot ignore the cyber risk – it is here to stay 

•  Dealing with cyber risk must be a topic on the board agenda 

•  Board members need to be able to determine the cyber risk profile 

•  This cyber risk profile needs to steer investments in cyber security 
measures 

•  Early days for cyber risk quantification approaches that are really sound! 
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